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CHALLENGE:
SCALING CONTENT 
CREATION
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DOCUMENTATION
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DOCUMENTATION, BLOG POSTS
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DOCUMENTATION, BLOG POSTS, PRESS
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SOCIAL PROMOTION
Everything needs promotion, ads, a webinar
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Challenges

• Small team, how do we keep up?

• How do we maintain quality and 
consistency?

• How do we scale beyond 
ourselves?
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THE CONTENT MACHINE DOESN’T STOP
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THE UNSTRUCTURED DATA CHALLENGE

Where is the 
reference content?

Drive Email

Confluence Guru

Salesforce Slack
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LLMs TO THE RESCUE
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Problems

• Tone is off

• Missing context

• Doesn’t have access to our files

• Content visible to auditors
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WHY NOT USE CHATGPT?
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Customized Content Formats Private & Secure
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WHAT IF WE BUILD OUR OWN CONTENT 
CO-PILOT?

It would know Skyflow, have 
access to our files, speak our 
language

Output from the LLM can be 
custom to our needs, like creating a 
blog post, press release, or 
documentation

With Skyflow’s LLM Privacy 
Gateway, we can keep data secure 
and private
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PRIVACY AND 
SECURITY:
DOING IT RIGHT
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AN INCREASINGLY REGULATED WORLD

Brazil 

Brazilian General 
Data Protection 
Law (LGPD)

India 

Digital Personal 
Data Protection 
(DPDP) Act

Japan 

Act on the 
Protection of 
Personal 
Information (APPI)

Israel 

Protection of 
Privacy Law 
(PPL)

Singapore 

Personal Data 
Protection Act

Canada 

Quebec Bill 64

EU 

General Data 
Protection 
Regulation 
(GDPR)

United States 

California Privacy Rights 
Act (CPRA)

Indonesia 

Personal Data 
Protection Act

Bahrain 

Personal Data 
Protection 
Law (PDPL)

UAE 

Protection of 
Personal Data 
Protection 
(PDPL)

Australia 

Privacy Legislation 
Amendment Bill 
2022
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No rows

No columns

No delete button
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LLMS MAKE DATA PRIVACY HARD
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Sure, here’s what we have on file:

Name: Cindy Johnson
SSN: XXX-XX-2454

Loyal customer since January 14th, 2018. Her last support issue was 
two weeks ago. Do you want to see the details?
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WHO SEES WHAT, WHEN, AND WHERE?

LLM

I want to see Cindy 
Johnson’s customer 
information.

Bob
Customer Support

Dave
Random Employee

Cindy
Your Customer

Sorry, but it doesn’t appear that “Cindy Johnson” refers to a person, 
name, or term that I can provide information about.

Hi Cindy, thanks for checking in. Here’s what we have on file:

Name: Cindy Johnson
SSN: XXX-XX-2454
Phone: 555-444-3333
Address: 15 Main Street, Springfield, MO

Looks like you’ve been with us since January 14th, 2018 and your 
next bill cycle is coming up this Friday.

Anything else I can help you with?
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SKYFLOW PROVIDES PRIVACY DURING 
TRAINING
Need to  keep PII and IP out of the model

Skyflow detects and de-identifies PII from 
structured and unstructured data.

Skyflow delivers de-identified data to 
your model for deployment.

Data 
Collection

Data 
Processing

Deployment 
to Model

Training & Fine 
Tuning
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SKYFLOW PROVIDES PRIVACY DURING 
INFERENCE
Keep PII and IP out of the inference process

Identify
753-23-

4454

Secure De-Identify
C433e64e6

Re-Identify
Response

LLM
UI

Original contract with 
sensitive data (PII)

SSN 1: 753-23-4454

LLM

Contract with de-
identified data (PII)

SSN 1: c433e64e6

Revised contract re-
identified PII

SSN 1: ***-**-4454

753-23-
4454

Data Privacy Vault

Data Privacy Vault



©2024 Databricks Inc. — All rights reserved 18

SOLUTION:
VERBAGPT
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Content Co-pilot

Anyone in Skyflow can use VerbaGPT to 
generate content, like a social media post 
to their personal LinkedIn account.

Privacy-safe Inference

All PII and internal sensitive information 
must be de-identified before being shared 
with the LLM.

Fine-grained Access Control

Sales team shouldn’t have access to all 
product information but docs team needs 
full access to create docs ahead of 
launch.
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REQUIREMENTS FOR VERBAGPT
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VERBAGPT TECH STACK

Frontend

API Layer

LLM Stack

LLM Privacy 
Gateway
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WHAT IS RAG?

Write a press release about 
Skyflow’s latest fundraise

Find relevant 
context LLM

PALO ALTO, Calif. - March 28th, 2024 – Skyflow, the data privacy 
vault company, has raised $30 million to extend its Series B funding. 
Khosla Ventures led the round, joined by prior investors Mouro Capital, 
Foundation Capital and Canvas Ventures. 

Prompt plus 
additional context

A process that combines elements of information retrieval and 
text generation to improve quality and relevance from LLMs
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PRIVACY-SAFE EMBEDDINGS
Prepping our content

Data Sources
Documentation, Blogs, 

Whitepapers, PRDs, 
Contracts
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PRIVACY-SAFE EMBEDDINGS
Some documents have sensitive information

Data Sources
Documentation, Blogs, 

Whitepapers, PRDs, 
Contracts
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PRIVACY-SAFE EMBEDDINGS
Some documents have sensitive information

Data Sources
Documentation, Blogs, 

Whitepapers, PRDs, 
Contracts

There’s value in 
VerbaGPT knowing 
we will be at 
FinovateSpring, but it 
doesn’t need my 
phone number.
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PRIVACY-SAFE EMBEDDINGS
Detect and de-identify

D
at

a 
Pr

iv
ac

y 
Va
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t
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PRIVACY-SAFE EMBEDDINGS
Some documents have sensitive information

Chunking
Custom built sentence 

transformer

D
at

a 
Pr

iv
ac

y 
Va

ul
t

Data Pipeline
Python, LangChain
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PRIVACY-SAFE EMBEDDINGS
Some documents have sensitive information

D
at

a 
Pr

iv
ac

y 
Va

ul
t

Embedding Model
Sentence Transformers

[0.86563834, 0.54896046, 
0.0935903 , 0.25258484, 
0.91283969, 0.94346461, 
0.77287739, 0.14810824, 
0.58707709, 0.98199062
…

Vector Database
FAISS
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PRIVACY-SAFE INFERENCE
Secure and private

Prompt

Contextual response

VerbaGPT UI
Streamlit
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PRIVACY-SAFE INFERENCE
Secure and private

D
at

a 
Pr

iv
ac

y 
Va

ul
t

[0.86563834, 0.54896046, 
0.0935903 , 0.25258484, 
0.91283969, 0.94346461, 
0.77287739, 0.14810824, 
0.58707709, 0.98199062
…

Prompt

Contextual response

VerbaGPT UI
Streamlit

Embedding Model
Sentence Transformers

Search Vectors
Existing Documents
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PRIVACY-SAFE INFERENCE
Secure and private

D
at

a 
Pr

iv
ac

y 
Va

ul
t

[0.86563834, 0.54896046, 
0.0935903 , 0.25258484, 
0.91283969, 0.94346461, 
0.77287739, 0.14810824, 
0.58707709, 0.98199062
…

Relevant 
Chunks

Prompt 
Template

Prompt

Contextual response

VerbaGPT UI
Streamlit

Embedding Model
Sentence Transformers

Search Vectors
Existing Documents
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PRIVACY-SAFE INFERENCE
Secure and private

D
at

a 
Pr

iv
ac

y 
Va

ul
t

[0.86563834, 0.54896046, 
0.0935903 , 0.25258484, 
0.91283969, 0.94346461, 
0.77287739, 0.14810824, 
0.58707709, 0.98199062
…

Relevant 
Chunks

Prompt 
Template

Prompt

Contextual response

VerbaGPT UI
Streamlit

Embedding Model
Sentence Transformers

Search Vectors
Existing Documents
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Interface without API calls

Most folks don't want to worry about 
prompting. They just want it to work.

Knowledgeable chat

VerbaGPT is informed about Skyflow 
through vector DB results. Outputs are 
grounded in fact.

File uploads

Users can upload files to supplement the 
default vector DB contents. VerbaGPT can 
pull from both uploads and the vector DB.

32

STREAMLIT FRONTEND
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CONTEXTUAL COMPOSITION
Drafting with context and templates

Context

RAG Results

Uploaded Files

Prompt

Base instruction

Templates
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CONTEXTUAL COMPOSITION
Drafting with context and templates

Context

RAG Results

Uploaded Files

Prompt

Base instruction

Templates

Perform 
Inference Working Draft
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CONTEXTUAL COMPOSITION
Drafting with context and templates

Context

RAG Results

Uploaded Files

Prompt

Base instruction

Templates

Perform 
Inference Working Draft

Evaluate Context
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CONTEXTUAL COMPOSITION
Drafting with context and templates

Context

RAG Results

Uploaded Files

Prompt

Base instruction

Templates

Perform 
Inference Working Draft

Evaluate Context Final Output
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RESULTS:
SPEED AND 
ACCURACY
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TIME SAVINGS

Conceptual overviews

Use case guides

How-to guides

Tutorials

Blog posts

Social media posts

Press releases

RCAs

10 minutes
instead of 2 weeks
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HOLDING TO OUR PRINCIPLES

Privacy Security
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DEMO:
HERE WE GO!
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COMPOSING CONTENT WITH VERBAGPT
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THANK YOU
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